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1. Introduction 

 
In order to operate efficiently, the School has to collect and use information about people with 
whom it works. These may include members of the public, current, past and prospective 
employees, pupils and suppliers. In addition, it may be required by law to collect and use 
information in order to comply with the requirements of central government. 
 
The school is committed to ensuring that personal information is properly managed and that it 
ensures compliance with data protection legislation. The School will make every effort to meet 
its obligations under the legislation and will regularly review procedures to ensure that it is 
doing so. 
 
Definitions 
 
Personal Data is information which relates to an identifiable living individual that is processed 
as data. Processing means collecting, using, disclosing, retaining, or disposing of information. 
The data protection principles apply to all information held electronically or in 
structured files that tells you something about an identifiable living individual. 
 
The principles also extend to all information in education records. Examples would be names of 
staff and pupils, dates of birth, addresses, national insurance numbers, school marks, medical 
information, exam results, SEN assessments and staff development reviews. 
 
Special Category Data is information that relates to race and ethnicity, political opinions, 
religion, trade union membership, health, genetics, sexuality, sex life, and biometric data. The 
difference between processing personal data and special category data is that there are greater 
legal restrictions on the latter as they are more sensitive.  
 
Criminal Data - Article 10 of the General Data Protection Regulation (GDPR) sets out the 
regulations to process criminal data.  

2. Scope 

 
This policy applies to all employees, governors, contractors, agencies and representatives and 
temporary staff working for or on behalf of the school. 
 
This policy applies to all personal information created or held by the School in whatever format 

(e.g. paper, electronic, email, film) and however it is stored, (for example ICT system/database, 

sharepoint site, shared drive filing structure, email, filing cabinet, personal filing shelves, 

drawers and mobile devices including mobile phones, CCTV).   

Any information created by the School and its staff becomes the property of the school.  

Data Protection Legislation (DPL) does not apply to access to information about deceased 
individuals. 
 



3. Responsibilities 

 
The Governors have overall responsibility for compliance with DPL. 
 
The Headteacher is responsible for ensuring compliance with DPL and this policy within the day to 
day activities of the school. The Headteacher is responsible for ensuring that appropriate training is 
provided for all staff. 
 
All members of staff or contractors who hold or collect personal data are responsible for their own 
compliance with DPL and must ensure that personal information is kept and processed in line with 
DPL. 
 
All members of staff should demonstrate that they have read, understood and accepted this 
Policy. 

4. The Requirements 

 
DPL stipulates that anyone processing personal data must comply with six principles of good 
practice; these principles are legally enforceable.  
 
In the context of personal information: 
 
Article 5(1) GDPR states that personal data; 
 

a) should be processed in a legal, fair and transparent manner  
b) should only be acquired for one or more specific, clear and lawful purposes, and it should 

not be further processed in any manner incompatible with that purpose or those 
purposes; 

c) will be adequate, relevant and non-excessive in relation to the purpose or purposes for 
which it is processed; 

d) will be accurate, and where appropriate, completely up-to-date; 
e) should not be kept for longer than needed for that purpose or those purposes; 
f) will be processed safely, i.e. protected by an appropriate degree of security. 

 
As Data Controller, the school is required to maintain a Record of Processing Activities/Asset 
Register containing; 
 

- Description of the categories of Personal Data and Categories of Data Subjects 
- The purposes of the processing  
- The categories of recipients to whom personal data have been or will be disclosed 

 
The School is required to pay an annual fee to the Information Commissioner's Office (ICO). 
Failure to do so could lead to a financial penalty.  

5. Privacy Notices 

 
Whenever information is collected about individuals, the school will provide the following 
information:    

 The identity of the data controller, e.g. the school; 



 The purpose that the information is being collected for; 

 The lawful basis for collecting the information 

 Any other purposes that it may be used for; 

 With whom the information will or may be shared with;  

 How long the information is kept 

 Details about the rights of individuals 

 Details about the Data Protection Officer  
 

This must happen at the time that information first starts to be gathered on an individual. 
 
If information is collected directly from a child, the privacy notice must be presented in clear, 
plain, age appropriate language.  

6. Conditions for Processing 

 
Processing of personal information may only be carried out where one of the conditions of 
Article 6, GDPR has been satisfied. Processing of special category data may only be carried out if 
a condition in Article 9, GDPR is met as well as one in Article 6.  
 
See Appendix 1 for a list of the conditions. 
 

7. Disclosure of Data 

It is a criminal offence to knowingly or recklessly obtain or disclose information about an 
individual without legitimate cause.  
 

 The school should not disclose anything on a pupil’s record which would be likely to 
cause serious harm to their physical or mental health or that of anyone else.       

 

 Where there is doubt or statutory requirements conflict, advice should be sought.  
 

 When giving information to an individual, particularly by telephone, it is most important 
that the individual’s identity is verified. If in doubt, questions should be asked of the 
individual, to which only he/she is likely to know the answers. Information should not be 
provided to other parties, even if they are related. For example:  in the case of divorced 
parents it is important that information regarding one party is not given to the other 
party to which he/she is not entitled.  
 

Relevant, confidential data should only be given to: 
 

 other staff members on a need to know basis; 

 relevant parents/guardians; other organisations if it is necessary in the public interest, 
e.g. prevention of crime; 

 other authorities, such as the Local Education Authority and schools to which a pupil 
may move, where there are legal requirements  

 organisations that collaborate with the school or that are part of an information sharing 
protocol  

 



8. Individuals' rights  

 8.1 Access to information about themselves   

 
 Individuals have the right, to request a copy of all information retained about them by 
the school which is commonly referred to as subject access (SAR). The individual may be 
a pupil, a parent or a staff member.  

 
 Accessing Pupil Data can be done in two ways; 
 

 The data Protection Legislation 2018 gives pupils and those with parental responsibility 
the right of access to personal data.    

 
(i) Provision of data to children 

 
 SAR - In relation to the capacity of a child to make a request, guidance provided by the 
ICO states that by the age of 12 a child can be expected to have sufficient maturity to 
understand the nature of the request. A child may of course reach sufficient maturity 
earlier; each child should be judged on a case by case basis. 
 
 If the child does not understand the nature of the request, someone with parental 
responsibility  for the child, or a guardian, is entitled to make the request on behalf of 
the child and receive a response.  

 

(ii) Parents' rights 

 
 SAR - An adult with parental responsibility can access the information about their child, 
 provided that the child is not considered to be sufficiently mature. They must be able to 
prove  their parental responsibility and the School is entitled to request relevant 
documentation to evidence this as well as the identities of the person making the 
request and the child.   
 
 A child with competency to understand can refuse to consent to the parents request for 
their  records. The Headteacher should discuss the request with the child and take 
their views into account when deciding. Where the child is not deemed to be 
competent, an individual with parental responsibility or guardian shall make the 
decision on behalf of the child.  
 
 Educational - Parents have their own independent right under The Pupil Information 
(Wales) Regulations 2011 to inspect the official education records of their children. 
Students do not have a right to prevent their parents from obtaining a copy of their 
school records. 

 
 

Additional Information  
 



When a SAR request is received, it must be dealt with promptly; an answer must be presented 
as soon as possible within a month. The period can be extended by up to two months if a 
request is complex or numerous. 
 
If a SAR request may be deemed unreasonable on the grounds it is ‘manifestly excessive and 
unfounded. The term ‘manifestly unfounded’ is defined as not being genuine and with no real 
purpose. The term ‘excessive’ is defined as a request that has been submitted previously. If this 
is the case, the School can refuse to respond to a SAR but must be able to demonstrate why the 
request is unfounded or excessive.  
 
Requests for Educational Records must be answered within 15 school days of receiving a 
written request by a parent.  
 
The school may make a charge for the provision of information, dependent upon the following:  
• Should the information requested contain the educational record, then the amount charged 

will be dependent upon the number of pages provided.   
• Should the information requested be personal information that does not include any 

information contained within educational records, no fee is charged 
• if the information requested is only the educational record, viewing will be free, but a 

charge for the cost of photocopying the information can be made by the Headteacher. A fee 
of up to £50, on a sliding scale may be charged for copies of a pupil's educational record.  

 
 
When providing information, the school must also provide the same details to the individuals as 
those provided in a privacy notice. 
 
See Appendix 2 for further details on how to deal with these requests.  
 

 8.2 The right to request that inaccurate information is corrected                                                                                  

 Every individual has the right to inform the school if they believe that information about 
them has been recorded incorrectly.  

 It may be possible that one will be unable to change or delete the information on every 

 occasion, but anything that is factually incorrect should be corrected; 

 In the meantime, a notice should be placed on the person's file to note that there is doubt 
regarding accuracy.   
 
 8.3 The right to request that information is deleted  
 
 Every individual, in some circumstances, has the right to make a request to delete 
information  about themselves. The school will consider every request on an individual 
basis.  
 
  8.4 The right to object to or restrict processing  
 



 Every individual has the right to object to their information being processed under the 
following circumstances: 

 

 Information is being processed on the basis of public task or legitimate interests;  

 Where there is direct marketing;  

 Processing due to research or statistics. 

 
 The school will comply with the request unless:  

- There are strong, lawful reasons for processing;  

- There is a need to establish, exercise or defend legal claims.   

 
 In terms of limiting processing, there is a right to do so if;  
 

- Individuals insist that data is incorrect and therefore, it must be limited during the 
investigation 

- Individuals have objected;  
- Processing is illegal and  
- Where the school does not require the data but individuals require it in order to defend 

a legal claim.  
 
 There will be a need to inform any third party that has received the data of the need to limit 
 processing, and to inform the individual of the identity of these third parties. 

9. Security  

 
 9.1 Paper records 
 

 Whenever possible, storage rooms, strong cabinets, and other lockable storage systems 
 should be used to store paper records. Papers containing confidential personal 
information should not be left on office and classroom desks, on staffroom tables or 
pinned to noticeboards where there is general access. Particular care should be taken if 
documents have to be taken  out of school 
 
 9.2 Electronic Records  

 
 All portable electronic devices should be kept as securely as possible. If they contain 
personal information, they should be kept under lock and key when not in use.  
 
 Encryption software should be used to protect all portable devices and removable 
media, such as laptops and USB devices (or another form of memory storage not part of 
the computer  itself), which hold confidential personal information.  All devices must be 
password protected. Data must be disposed of securely once it has been transferred or 
is no longer required.   
 
 Strong passwords, i.e. at least eight characters long and containing special symbols, 
should be encouraged if any electronic equipment holds confidential personal 



information.  Passwords should never be shared and different passwords should be used 
for separate systems and devices.   

 
 It is crucial that the correct access permissions for files and systems are in place with 
said permissions being checked and updated regularly.  
 

 
 9.3 E-Mail 
 

 Official School business must be sent using an official School e-mail account. Personal e-
mail accounts must never be used to conduct or support official School business, 
 
 E-mail communication should be professional with special care given to the content of 
the email and checks made of recipients to reduce the risk of a data security breach.  
 
 
 9.4 Mobile Devices 
 
 The School, as Data Controller, remain in control of official School Data stored on 
personal mobile devices regardless of the ownership of the device.  
 
 Personal Mobile devices should not be used unless deemed completely necessary. Any 
 personal information recorded on said device should be shared with the School and 
deletion confirmed. 
 

 
10.  Data Breach  
 
A data breach means that personal information has been compromised or lost which could be 
as a result of a cyber incident; data left in insecure location; data posted to the wrong recipient; 
loss or theft of paperwork or insecure device etc. 
 
The school must report any data breaches to the Schools Data Protection Officer (DPO) 
immediately using the relevant document in Attachment 3 . The DPO will investigate any and 
take appropriate remedial action. Serious data breaches must be reported to the Information 
Commissioner’s Office within 72 hours of identifying the breach. 

11. Data Retention and Records Management 

 
Records should be kept in such a way that the individual concerned can inspect them. It should 
also be borne in mind that at some time in the future the data may be inspected by the courts 
or any legal official. It should therefore be correct, unbiased, unambiguous and clearly 
decipherable/readable.  
 
Where information is obtained from an outside source, details of the source and date obtained 
should be recorded. 
 
Information should only be kept as long as needed, for legal or business purposes.   
 



If any confidential information is held on paper records, they should be shredded; electronic 
memories should be erased or destroyed. 
   
Appendix 4 sets out the relevant retention periods for school records.   
 
12. Website/Social Media  
 
Any person whose details, or child’s details, are to be included on the school’s website or 
school social media sites will be required to give written consent.  
 
The consent will be recorded appropriately including date given and name of consent giver 
using the schools MIS system.  
  
Individuals will be properly informed about the consequences of their data being disseminated 
worldwide. 

13. Photographs 

 
Photos taken for official school use may be covered by DPL and the School will advise pupils and 
staff why they are being taken. Photos taken purely for personal use are exempt from DPL.   
 
A consent form for photographs will be issued as part of the admissions paperwork. An 
example of permission form is provided in Appendix 6.   
 
The consent will be recorded appropriately including date given and name of consent giver 
using the schools MIS system.  
 
14. Sharing Information  
 
When sharing personal information, the school will ensure that:   

 it is allowed to share it; 

 adequate security (taking into account the nature of the information) is in place to 
protect it; and 

 it will provide an outline in a privacy statement of who receives personal information 
from the school. 

 
Any personal data passed to a third party for processing (namely an external company) will be 
covered by a data processing agreement.  
 
DPIA (risk assessment) will need to be completed BEFORE using any new company and / or 
BEFORE initiating any new type of processing. The assessment will identify risks and identify 
mitigation measures for those risks. The risk assessment should be sent to the School Data 
Protection Officer for authorization. See Appendix 5 example. 
 
The UK GDPR does not prevent you sharing personal data with law enforcement authorities 
(known under data protection law as “competent authorities”) who are discharging their 
statutory law enforcement functions. If a request for information from the Police is received it 
should be accompanied by a completed SA3 form containing all relevant information. The 
request should be forwarded to the School Data Protection Officer for authorisation. 



 
 
15. CCTV 
 
Capturing and/or recording images of identifiable individuals is an example of processing 
personal information and therefore needs to comply with DPL.   
 
The school will notify staff, pupils and visitors why it is collecting personal information in the 
form of CCTV images. The school will ensure that it has a set retention period based on the 
possible need to review the footage and will consider who is allowed access to this footage and 
why. 
 
Individuals and law enforcement agencies will have the right to request access to the images. 
All such requests will be logged.  
 
See the Information Commissioner's Office's guide on CCTV here: 
 
https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf 
 
16. Biometric Information (fingerprinting) - OPTIONAL  
 
The Protection of Freedoms Act 2012 includes measures relating to the use of biometric 
identification systems, i.e. fingerprinting and facial recognition systems. Under the GDPR, it is 
recognised that this type of data is special category data 
 

 For every school pupil under the age of 18, the school will obtain the written consent of 
parents before recording and processing their child’s biometric details. 

 All such data must be handled appropriately and in accordance with DPL principles. 

 Alternative methods of service provision must be identified if a parent or pupil refuses 
to provide consent. 

 
A consent form for biometric information is provided in Appendix 7.  
 
At this time, the school does not use finger print technology. 
 

17. Breach of the policy 

 
Non-compliance with the requirements of DPL by the members of staff could lead to serious 
action being taken by third parties against the school authorities. Non-compliance by a member 
of staff is therefore considered a disciplinary matter which, depending on the circumstances, 
could lead to dismissal. It should be noted that an individual can commit a criminal offence 
under the Act, for example, by obtaining and/or disclosing personal data for his/her own 
purposes without the consent of the data controller.  
 
18. Complaints  
 
Complaints about the above procedures should be made to the Chairperson of the Governing 
Body who will decide whether it is appropriate for the complaint to be dealt with in accordance 

https://ico.org.uk/media/for-organisations/documents/1542/cctv-code-of-practice.pdf


with the school’s complaint procedure. Complaints which are not appropriate to be dealt with 
through the school’s complaint procedure can be dealt with by the Information Commissioner. 
Contact details of both will be provided with the disclosure information.   
 
19. Contacts  

 
If you have any queries or concerns regarding these policies / procedures then please contact 
the Headteacher in the first instance or the Schools Data Protection Officer. 
 
Further advice and information can be obtained from the Information Commissioner’s Office 
('ICO'), www.ico.gov.uk   
 
 
20. Useful Resources  
 
A pack specifically for schools from the Information Commissioner's Office: 
https://ico.org.uk/for-organisations/education/ 
 
Hwb, National resources on on-line safety: 
https://hwb.gov.wales/resources/resource/def9bffd-1fba-4902-9834-3ecca60bb7e7/cy 
 
 

https://ico.org.uk/for-organisations/education/
https://hwb.gov.wales/resources/resource/def9bffd-1fba-4902-9834-3ecca60bb7e7/cy


Appendix 1 
Article 6 Conditions (summary) 
 
6(1)(a) – Individual's consent;  
6(1)(b) – Processing is necessary for a contract;  
6(1)(c) – Processing is necessary to comply with a legal duty;  
6(1)(d) – Processing is necessary for the individual's vital interests;  
6(1)(e) - Processing is necessary as it undertakes a task in the public's interest 
6(1)(f) – Processing is necessary for the purposes of legitimate interests of the data controller 
or third party  
 
 
Article 9 Conditions (summary) 
 
9(2)(a) – Processing with the specific consent of the individual;  
9(2)(b) – Processing is necessary under employment law;  
9(2)(c) – Processing is necessary to protect the individual's vital interests;  
9(2)(d) – Processing for the use of a special category group (Not-for-profit organisation with a 
political or religious aim or a trade union)  
9(2)(e) – Processing relates to information made public by the individual;  
9(2)(f) – Processing is necessary so that the establishment can defend legal claims;  
9(2)(g) – Processing is necessary for reasons of substantial public interests based on law;  
9(2)(h) – Processing is necessary to respond to the needs of Occupational Health and Social 
Care;   
9(2)(i) – Processing is necessary for Public Health reasons;  
9(2)(j) – Processing is necessary for archiving purposes in the public interest; or for scientific or 
historical research purposes; or for statistical purposes.   
 
 
Further Special Category conditions are included in Schedule 1 of the Data Protection Act 2018.   
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



          Appendix 2 
 
The right to have access to information  
There are two distinct rights of access to information held by schools about students: 
  
1. Under data protection legislation, any individual has the right to make a request to access 
the personal information held about them.  
2. The right of those entitled to have access to curricular and educational records as defined 
within The Pupil Information (Wales) Regulations 2011. 
 
Actioning a request  
 

1) Requests for information can be made in writing (which includes email) or verbally. If 
the initial request does not clearly identify the information required, then further 
enquiries will be made.  
 

2) The identity of the person making the request must be established before the disclosure 
of any information, and checks should also be carried out regarding proof of relationship 
to the child.  

 
Evidence of identity can be established by requesting production of:  

 Passport  

 driving licence  

 utility bills with the current address   

 Birth / Marriage certificate   

 P45/P60  

 Credit Card or Mortgage statement  
 
This list is not exhaustive.  
 

3) Everyone has the right of access to information held about them. However, for children, 
this depends on their ability to understand and the nature of the request (usually 12 and 
over). The Head of School should discuss the application with the child and consider his 
/ her views when making a decision. A child with the ability to understand may refuse to 
agree to the request for their records. If it is decided that the child lacks capacity, a 
person with parental responsibility for the child, or guardian, will make the decision on 
behalf of the child.  
 

4) The school may charge for providing the information, subject to the following: 
 

 If the information requested contains the educational record, the fee charged will 
depend on the number of pages provided. 

 If the information requested is personal, does not include any information contained in 
educational records, there is no charge. 

 if anyone only requests the educational record, it will be free to see, but the Head of 
School will charge a fee to cover the cost of photocopying the information. 
 



5) The time allowed to respond to a request, once formally accepted, is one month (not 
working days or school days, but calendar days, regardless of school holiday period). 
However, the month does not start until the fees are received or clarification requested. 
 
If the application is thought to be complex or there are multiple applications, the school 
will inform the applicant within one month that the application period is to be extended 
and the reason why. Up to a further two months will be allowed to meet the request in 
such circumstances. 
 
If applications are clearly unfounded or excessive (especially if they are repeatable), the 
school will charge a reasonable fee for the administration costs or refuse to deal with 
the request. 
 

6) DDD allows for exceptions to the provision of certain information; therefore all 
information will be reviewed prior to disclosure. 
 

7) Third party information is information that has been provided by others, such as the 
Police, Local Authority, Healthcare professional or other school. Permission to disclose 
information from third parties is usually required. The timesheet needs to be kept the 
same. 
 

8) No information should be disclosed that could significantly harm the physical or mental 
health or emotional state of the pupil or any other person. Neither should information 
disclosed that the child is at risk of abuse, or any information relating to court 
proceedings. 
 

9) Further advice should be sought if there is any concern about disclosure of information. 
 

10) Where information has been edited (blackened or deleted), a complete copy of the 
information provided should be kept to establish what was edited and why, in case 
someone made a complaint. 
 

11) The information disclosed should be clear, so any technical codes or terms will need to 
be clarified. If the information contained is difficult to read or understand, it should be 
typed again. 
 

12) Information can be provided in school with a member of staff available to help and 
clarify issues if required, or it could be provided on a face to face basis. The applicant's 
views should be taken into account when deciding how to provide the information. If 
postal systems have to be used then registered mail must be used. 
 
Complaints 
 
Complaints about the above procedures should be made to the Chair of the Governing 
Body who will decide whether it is appropriate to deal with the complaint in accordance 
with the school's complaints procedure. The Information Commissioner will deal with 
complaints that are not appropriate for consideration under the school's complaints 
procedure. Contact details for both will be included with the information disclosed. 
 



 
 
Contacts 
 
If you have any queries or concerns about these policies / procedures, please contact 
the Head of School or School Data Protection Officer. 
 
Further advice and information can be obtained from the Information Commissioner's 
Office ('ICO'), www.ico.gov.uk 
 
 
The response time for subject access requests, once officially received, is one month 
(not working or school days but calendar days, irrespective of school holiday periods). 
However, the one month will not commence until after identification of the requester 
has been clarified and clarification of information sought received.  

 
 

http://www.ico.gov.uk/


                                Appendix 3 
 
Investigation Form for cases of Breaching Data Protection Regulations 
 
1. This form must be completed whenever the protection of personal data has been 

jeopardized, so that the school has evidence of the steps it has taken to rectify things.  Steps 
taken by the school can include a self-referral to the Information Commissioner.  As a result, 
it is important to complete this form correctly so that it is possible to address all facts and 
circumstances of the case and to take positive steps to mitigate and reduce risks for 
individuals and the school.  
 

2. This form should be completed alongside the guidance for investigating cases of data 
protection breaches which is intended to assist the investigating officer. 
 

3. Please note that the form has three sections. 
 

Section A  to be completed and signed by the investigating officer. 
Section B   to be completed by a member of the senior 

management team/Headteacher  
Section C  to completed by the Data Protection Officer  

 
 
Section A 
The investigating officer should complete and sign this section. 
 

About you 

 Name   
 

 E-mail Address  
 

 Contact Telephone Number  
 

Details about the case of breaching Data Protection regulations 

 When did the incident occur? 
 

 
 

 When was the case discovered?  
 
 

 Please provide a brief summary of the 
case. 

 
 
 
 
 
 
 

 Please outline the personal data 
involved. 

 

 
 
 



 

 

 In your opinion, has the personal data 
of any individual been jeopardized as 
a result of the case? 

o How serious is the risk to 
individuals? 

 

 

 Approximately how many people have 
been affected? 

 
 
 
 

 Have these individuals been informed 
about the case?  

o If yes, when and by whom? 
o If not, please explain why. 

 

 Have any steps been taken to 
reduce/alleviate the impact on those 
affected? 

o Please provide details. 
 

 

 In your opinion, which steps could be 
introduced to ensure that the same 
thing never happens again? 

 
 

 

 Do you have any additional comments 
about the case? 

 
 
 
 
 
 
 

Please sign and date this section. 
 
 
 
 
Signature: 

 
 
 
 
 
 
Date: 



 
Section B 
 
A member of the senior management team (or amend where relevant) should complete this 
section. 
 
 

About you 

 Name   
 

 E-mail Address  
 

 Contact Telephone Number  
 

Details about the case of breaching Data Protection regulations 

 What steps can be taken to prevent 
similar cases in the future? 

o If relevant, when do you intend 
to introduce the necessary 
changes to your work practice? 

 

 

 Do you consider that there is a need to 
train and develop any staff member 
associated with the case? 

 
 
 
 
 
 
 

 Do you consider that disciplinary action 
needs to be taken? 

 
 

Please sign and date this section. 
 
 
 
 
Signature: 

 
 
 
 
 
 
Date: 

 



 
 
 
Section C 
 
The Data Protection Officer should complete this section. 
 

Note whether or not the case should be referred to the Information Commissioner's 
Office and whether or not the response to the case noted in Section B is 
commensurable and sufficient. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Outcome review date (usually 3 months after completing the investigation). 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



  Appendix 4 
 
1. School Management 
 
This section contains retention periods connected to the general management of the school. 
This covers the work of the Governing Body, the Headteacher and the senior management 
team, the admissions process and operational administration.  
 

1.1 Governing Body  
 

 Basic File 
Description 

Data 
Protection 
Issues 

Legal 
Requirements 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the 
record 
  

1.1.1 Agendas for 
Governing Body 
meetings 

There may 
be data 
protection 
issues if the 
meeting is 
dealing with 
confidential 
issues 
relating to 
staff 
 

 One copy 
should be 
retained with 
the master set 
of minutes. All 
other copies 
can be 
disposed of. 
 
PERMANENT 

SECURE 
DISPOSAL1  

1.1.2 Minutes of 
Governing Body 
meetings: 

There may 
be data 
protection 
issues if the 
meeting is 
dealing with 
confidential 
issues 
relating to 
staff 
 

 PERMANENT  

 Principal Set 
(signed) 

  PERMANENT If the school is 
unable to store 
these then they 
should be 
offered to the 
County Archives 
Service  

 Inspection   Date of If these minutes 

                                                 
1 In this context, SECURE DISPOSAL should be taken to mean disposal using confidential waste bins, or if the school 
has the facility, shredding using a cross cut shredder.  
 



Copies2 meeting + 3 
years 

contain any 
sensitive, 
personal 
information 
they must be 
shredded. 

1.1.3 Reports 
presented to the 
Governing Body 

There may 
be data 
protection 
issues if the 
meeting is 
dealing with 
confidential 
issues 
relating to 
staff 
 

 Reports should 
be kept for a 
minimum of 6 
years. 
However, if the 
minutes refer 
directly to 
individual 
reports then 
the reports 
should be kept 
permanently. 

SECURE 
DISPOSAL or 
retain with the 
signed set of the 
minutes 
  

1.1.4 Meeting papers 
relating to the 
annual parents’ 
meeting held 
under section 33 
of the Education 
Act 2002 

No Education Act 
2002, 
Section 33  

Date of the 
meeting + a 
minimum of 6 
years 

SECURE 
DISPOSAL  

1.1.5 Instruments of 
Government 
including 
Articles of 
Association  

No   PERMANENT These should be 
retained in the 
school whilst 
the school is 
open and then 
offered to 
County Archives 
Service when 
the school 
closes. 

1.1.6 Trusts and 
Endowments 
managed by the 
Governing Body  

No  PERMANENT These should be 
retained in the 
school whilst 
the school is 
open and then 
offered to 
County Archives 
Service when 
the school 
closes. 

                                                 
2 These are the copies which the Clerk of Governors may wish to retain so that persons making a request can view 
all the appropriate information without the clerk needing to print off and collate redacted copies of the minutes 
each time a request is made. 
   



1.1.7 Action plans 
created and 
administered by 
the Governing 
Body  

No  Life of the 
action plan + 3 
years 

SECURE 
DISPOSAL 

1.1.8 Policy 
documents 
created and 
administered by 
the Governing 
Body  

No   Life of the 
policy + 3 years 

SECURE 
DISPOSAL 

1.1.9 Records relating 
to complaints 
dealt with by 
the Governing 
Body  

Yes  Date of the 
resolution of 
the complaint 
+ a minimum 
of 6 years then 
review for 
further 
retention in 
case of 
contentious 
disputes  

SECURE 
DISPOSAL  

1.1.10 Annual Reports 
created under 
the 
requirements of 
the Education 
Act 2002 

No  Education Act 
2002 

Date of report 
+ 10 years 

SECURE 
DISPOSAL 

1.1.11  Proposals 
concerning the 
change of status 
of a maintained 
school including 
Specialist Status 
Schools and 
Academies  

No   Date proposal 
accepted or 
declined + 3 
years 

SECURE 
DISPOSAL 

 
Please note that all information about the retention of records concerning the recruitment of 
Headteachers can be found in the Human Resources section below.  
 



1.2 Headteacher and Senior Management Team 
 

 Basic File 
Description 

Data Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the 
record 
  

1.2.1 Log books of 
activity in the 
school 
maintained by 
the Headteacher 
(if relevant)  

There may be 
data protection 
issues if the log 
book refers to 
individual pupils 
or members of 
staff 
 

 Date of last 
entry in the 
book + a 
minimum of 6 
years then 
review 

These could be 
of permanent 
historical value 
and should be 
offered to the 
County 
Archives 
Service if 
appropriate  

1.2.2 Minutes of 
Senior 
Management 
Team meetings 
and the meetings 
of other internal 
administrative 
bodies 

There may be 
data protection 
issues if the 
minutes refers 
to individual 
pupils or 
members of 
staff 
 

 Date of the 
meeting + 3 
years then 
review 

SECURE 
DISPOSAL 

1.2.3 Reports created 
by the 
Headteacher or 
the Senior 
Management 
Team 

There may be 
data protection 
issues if the 
report refers to 
individual pupils 
or members of 
staff 
 

 Date of the 
report + a 
minimum of 3 
years then 
review 

SECURE 
DISPOSAL 

1.2.4 Minutes created 
by headteachers, 
deputy 
headteachers, 
heads of year 
and other 
members of staff 
with 
administrative 
responsibilities  

There may be 
data protection 
issues if the 
minutes refers 
to individual 
pupils or 
members of 
staff 
 

 Current 
academic year + 
6 years then 
review 

SECURE 
DISPOSAL 

1.2.5 Correspondence 
created by 
headteachers, 
deputy 
headteachers, 

There may be 
data protection 
issues if the 
correspondence 
refers to 

 Date of 
correspondence 
+ 3 years then 
review 

SECURE 
DISPOSAL 



heads of year 
and other 
members of staff 
with 
administrative 
responsibilities  

individual pupils 
or members of 
staff 
 

1.2.6 Professional 
Development 
Plans 

Yes  Life of the plan + 
6 years 

SECURE 
DISPOSAL 

1.2.7 School 
Development 
Plans 

No  Life of the plan + 
3 years 

SECURE 
DISPOSAL 

 



 

1.3 Admissions Process  
 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

1.3.1 All records 
relating to the 
creation and 
implementation 
of the School 
Admissions’ 
Policy 

No  School 
Admissions 
Code Statutory 
Guidance for 
admission 
authorities, 
governing 
bodies, local 
authorities, 
schools 
adjudicators 
and admission 
appeal panels 
December 
2014   

Life of the 
policy + 3 years 
then review 

SECURE 
DISPOSAL 
 

1.3.2 Admissions – if 
the admission is 
successful 
  

Yes  School 
Admissions 
Code Statutory 
Guidance for 
admission 
authorities, 
governing 
bodies, local 
authorities, 
schools 
adjudicators 
and admission 
appeal panels 
December 
2014   

Date of 
admission + 1 
year 

SECURE 
DISPOSAL 

1.3.3 Admissions – if 
the appeal is 
unsuccessful  

Yes School 
Admissions 
Code Statutory 
Guidance for 
admission 
authorities, 
governing 
bodies, local 
authorities, 
schools 
adjudicators 

Resolution of 
case + 1 year 

SECURE 
DISPOSAL 



and admission 
appeal panels 
December 
2014   

1.3.4 Register of 
Admissions 

Yes School 
Attendance: 
Departmental 
advice for 
maintained 
schools, 
academies, 
independent 
schools and 
local 
authorities 
October 2014  

Every entry in 
the admission 
register must 
be retained for 
a period of 
three years 
after the date 
on which the 
entry was 
made3 

REVIEW 
Schools may 
wish to consider 
keeping the 
admission 
register 
permanently as 
often schools 
receive enquiries 
from former 
pupils to confirm 
the dates they 
attended the 
school. 

1.3.5 Admissions – 
Secondary 
Schools – Casual 

Yes  Current year + 
1 year 

SECURE 
DISPOSAL 

1.3.6 Proofs of address 
supplied by 
parents as part of 
the admissions 
process 

Yes School 
Admissions 
Code Statutory 
Guidance for 
admission 
authorities, 
governing 
bodies, local 
authorities, 
schools 
adjudicators 
and admission 
appeal panels 
December 
2014   

Current year + 
1 year 

SECURE 
DISPOSAL 

1.3.7 Supplementary 
Information form 
including 
additional 
information such 
as religion, 
medical 
conditions etc. 
(e.g. SIMS Pupil 
Information 
Collection Form 

Yes  See below  

                                                 
3 School Attendance: Departmental advice for maintained schools, academies, independent schools and local authorities  
October 2014  



 For successful 
admissions  

  This 
information 
should be 
added to the 
pupil file (e.g. 
SIMS / file) 

SECURE 
DISPOSAL 

 For unsuccessful 
admissions   

  Until appeals 
process 
completed 

SECURE 
DISPOSAL  

 
 



1.4 Operational Administration  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

1.4.1 General file 
series 

No   Current year + 5 
years then 
REVIEW 

SECURE DISPOSAL 

1.4.2 Records relating 
to the creation 
and publication 
of the school 
brochure or 
prospectus (if 
relevant) 

No  Current year + 3 
years 
 
 

STANDARD 
DISPOSAL 

1.4.3 Records relating 
to the creation 
and distribution 
of circulars to 
staff, parents or 
pupils (if 
relevant) 

No  Current year + 1 
year 

STANDARD 
DISPOSAL 

1.4.4 Newsletters and 
other items with 
a short 
operational use 

No  Current year + 1 
year 

STANDARD 
DISPOSAL 

1.4.5 Visitors’ Books 
and Signing in 
Sheets 

Yes  Current year + 6 
years then 
REVIEW 

SECURE DISPOSAL 

1.4.6 Records relating 
to the creation 
and 
management of 
Parent Teacher 
Associations 
and/or Former 
Pupils 
Associations   

No  Current year + 6 
years then 
REVIEW 

SECURE DISPOSAL 

 
 



2. Human Resources  
 
This section deals with all matters of Human Resources management within the school.  

2.1 Recruitment  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

2.1.1 All records 
leading up to the 
appointment of 
a new 
headteacher 

Yes  Date of 
appointment + 
6 years 
 
(To be kept in 
Area Education 
Office – not be 
kept in the 
schools) 

SECURE 
DISPOSAL 

2.1.2 All records 
leading up to the 
appointment of 
a new member 
of staff – 
unsuccessful 
candidates  

Yes  Date of 
appointment of 
successful 
candidate + 6 
months 
 
(Area 
Education 
Office to keep a 
copy – school 
to dispose the 
information 
securely)  

SECURE 
DISPOSAL 

2.1.3 All records 
leading up to the 
appointment of 
a new member 
of staff – 
successful 
candidate 

Yes  All the relevant 
information 
should be 
added to the 
staff personal 
file (see below) 
and all other 
information 
retained for 6 
months. 

SECURE 
DISPOSAL 

2.1.4 Pre-employment 
vetting 
information – 
DBS Checks 
(Employment 
audit 
information) 

Yes DBS Update 
Service 
Employer 
Guide June 
2012: Keeping 
children safe in 
education.  
July 2015 

Copies of DBS 
certificates 
should not be 
kept. 

 



(Statutory 
Guidance from 
the 
Department of 
Education) 
Sections 73, 74 
 

2.1.5 Proofs of identity 
collected as part 
of the process of 
checking 
“portable” 
enhanced DBS 
disclosure 

Yes   Copies of 
identification 
test documents 
should not be 
kept as part of 
the advanced 
"portable" DBS 
disclosure 
check. 

 

2.1.6 Pre-employment 
vetting 
information – 
Evidence proving 
the right to work 
in the United 
Kingdom4 

Yes An employer’s 
guide to right 
to work checks 
[The Home 
Office, May 
2015]  

Send the 
information to 
the authority  

 

2.2 Operational Staff Management   

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

2.2.1 Staff Personal 
File 

Yes Limitation Act 
1980 (Section 
2)  

Termination of 
employment 
+25 
 
(For 
information: 
Although the 
IRMS Toolkit 
notes: 
Termination of 
employment + 
6 years, 
Gwynedd 
Council has 
undertaken a 
risk assessment 
and has 
decided to 

SECURE 
DISPOSAL 

                                                 
4 Employers need to make a "clear copy" of the documents shown to them as part of this process.  



retain the 
personal files 
of any staff 
member who 
requires a DBS 
for 25 years 
following 
termination of 
employment) 
 

2.2.2 Timesheets Yes  Current year + 
6 years 

SECURE 
DISPOSAL 

2.2.3 Annual appraisal 
/ assessment 
records 

Yes  Current year + 
5 years 

SECURE 
DISPOSAL 

 

2.3 Management of Disciplinary and Grievance Processes  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

2.3.1 Allegation of a 
child 
protection 
nature against 
a member of 
staff including 
where the 
allegation is 
unfounded5 

Yes “Keeping 
children safe in 
education: 
Statutory 
guidance for 
schools and 
colleges, 
March 2015”; 
“Working 
together to 
safeguard 
children. A 
guide to inter-
agency 
working to 
safeguard and 
promote the 
welfare of 
children, 
March 2015” 

Until the 
person’s 
normal 
retirement age 
or 10 years 
from the date 
of the 
allegation 
whichever is 
the longer then 
REVIEW. Note 
allegations that 
are found to be 
malicious 
should be 
removed from 
personnel files. 
If found they 
are to be kept 
on the file and 
a copy provided 
to the person 
concerned.  

SECURE 
DISPOSAL 
These records 
must be 
shredded. 

2.3.2 Disciplinary Yes    

                                                 
5 This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In light of this, it is recommended 
that all records relating to child abuse are retained until the Inquiry is completed. This section will then be reviewed again to 
take into account any recommendations the Inquiry might make concerning record retention.  



Proceedings 

 Verbal Warning   Date of 
warning6 + 6 
months 

 
 
SECURE 
DISPOSAL 
[If warnings are 
placed on 
personal files 
then they must 
be weeded from 
the file] 
 
 

 Written 
Warning – level 
1 

  Date of warning 
+ 6 months  

 Written 
Warning – level 
2 

  Date of warning 
+ 12 months 

 Final Warning   Date of warning 
+ 18 months 

 Case not found   If the incident is 
child protection 
related then 
see above 
otherwise 
dispose of at 
the conclusion 
of the case  

SECURE 
DISPOSAL 

                                                 
6 Where the warning relates to child protection issues see above. If the disciplinary proceedings relate to a child protection 
matter please contact your Safeguarding Children Officer for further advice.  



2.4 Health and Safety  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

2.4.1 Health and 
Safety Policy 
Statements 

No  Life of policy + 
3 years 

SECURE 
DISPOSAL 

2.4.2 Health and 
Safety Risk 
Assessments 

No   Life of risk 
assessment + 3 
years 
 
(Details below 
in regards to 
risk 
assessment 
that are sent 
with HS11)  

SECURE 
DISPOSAL 

2.4.3 Records 
relating to 
accident / 
injury at work 

Yes  Date of 
incident + 12 
years. In the 
case of serious 
accidents a 
further 
retention 
period will 
need to be 
applied 

SECURE 
DISPOSAL 

2.4.4 Accident 
Reporting (e.g. 
HS11) 

Yes Social Security 
(Claims and 
Payments) 
Regulations 
1979 Regulation 
25. Social 
Security 
Administration 
Act 1992 
Section 8. 
Limitation Act 
1980  

  

 Adults   Date of the 
incident + 6 
years 

SECURE 
DISPOSAL 

 Children   DOB of the 
child + 25 years 
 
ADYaCH: Date 
Of Birth +35 

SECURE 
DISPOSAL 



years 

2.4.5 Control of 
Substances 
Hazardous to 
Health (COSHH) 

No Control of 
Substances 
Hazardous to 
Health 
Regulations 
2002. SI 2002 
No 2677 
Regulation 11; 
Records kept 
under the 1994 
and 1999 
Regulations to 
be kept as if the 
2002 
Regulations had 
not been made. 
Regulation 18(2) 

Current year + 
40 years 

SECURE 
DISPOSAL 

2.4.6 Process of 
monitoring of 
areas where 
employees and 
persons are 
likely to have 
become in 
contact with 
asbestos 

No Control of 
Asbestos at 
Work 
Regulations 
2012 SI 1012 No 
632 Regulation 
19 

Last action + 
40 years 

SECURE 
DISPOSAL 

2.4.7 Process of 
monitoring of 
areas where 
employees and 
persons are 
likely to have 
become in 
contact with 
radiation 

No  Last action + 
50 years 

SECURE 
DISPOSAL 

2.4.8 Fire Precautions 
Log Books 

No  Current year + 
6 years 

SECURE 
DISPOSAL 

2.5 Payroll and Pensions   

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

2.5.1 Maternity Pay 
Records 

Yes Statutory 
Maternity Pay 
(General) 
Regulations 
1986 

Current year + 
3 years 

SECURE 
DISPOSAL 



(SI1986/1960), 
revised 1999 
(SI1999/567) 

2.5.2 Records held 
under 
Retirement 
Benefits 
Schemes 
(Information 
Powers) 
Regulations 
1995 

Yes  Current year + 
6 years 

SECURE 
DISPOSAL  

 



 
3 Financial Management of the School 
 
This section deals with all aspects of the financial management of the school including the 
administration of school meals.  

3.1 Risk Management and Insurance  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

3.1.1 Employer’s 
Liability 
Insurance 
Certificate 

No  Closure of the 
school + 40 
years 

SECURE 
DISPOSAL 

3.2 Asset Management  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

3.2.1 Inventories of 
furniture and 
equipment  

No  Current year + 
6 years 

SECURE 
DISPOSAL 
 

3.2.2  Burglary, theft 
and vandalism 
report forms 

No  Current year + 
6 years 

SECURE 
DISPOSAL 
 

3.3 Accounts and Statements including Budget Management 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

3.3.1 Annual 
Accounts 

No  Current year + 
6 years 

STANDARD 
DISPOSAL 

3.3.2 Loans and 
grants 
managed by 
the school 

No  Date of last 
payment on 
the loan + 12 
years and then 
REVIEW 

SECURE 
DISPOSAL 

3.3.3 Student Grant 
Applications 

Yes  Current year + 
3 years 

SECURE 
DISPOSAL 

3.3.4 All records 
relating to the 
creation and 
management 
of budgets 
including the 
Annual Budget 

No  Life of the 
budget + 6 
years 
 
(For 
information: 
Although the 

SECURE 
DISPOSAL 



statement and 
background 
papers 

IRMS Toolkit 
notes: Life of 
the budget + 3 
years, 
Gwynedd 
Council 
recommends 
retaining them 
for 6 years to 
correspond 
with the 
retention 
periods of 
other 
budgetary 
material) 
 
 

3.3.5 Invoices, 
receipts, order 
books, delivery 
notes 

No  The current 
financial year + 
6 years 

SECURE 
DISPOSAL 

3.3.6 Records 
relating to the 
collection and 
banking of 
money 

No   The current 
financial year + 
6 years 

SECURE 
DISPOSAL 

3.3.7 Records 
relating to the 
identification 
and collection 
of debts 

No  The current 
financial year + 
6 years 

SECURE 
DISPOSAL 

3.4 Contracts Management  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

3.4.1 All records 
relating to 
management of 
contracts under 
seal 

No  Limitation Act 
1980 

Final payment 
on the contract 
+ 12 years 

SECURE DISPOSAL 

3.4.2 All records 
relating to 
management of 
contracts under 
hand 

No  Limitation Act 
1980 

Final payment 
on the contract 
+ 6 years 

SECURE DISPOSAL 

3.4.3 All records No  Current year + SECURE DISPOSAL 



relating to 
management of 
contracts 

2 years 

3.5 School Fund 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

3.5.1 School Fund - 
Cheque Books 

No  Current year + 
6 years 

SECURE DISPOSAL 

3.5.2 School Fund - 
Paying in books 

No  Current year + 
6 years 

SECURE DISPOSAL 

3.5.3 School Fund - 
Ledger  

No  Current year + 
6 years 

SECURE DISPOSAL 

3.5.4 School Fund - 
Invoices 

No  Current year + 
6 years 

SECURE DISPOSAL 

3.5.5 School Fund - 
Receipts  

No  Current year + 
6 years 

SECURE DISPOSAL 

3.5.6 School Fund - 
Bank 
Statements 

No   Current year + 
6 years 

SECURE DISPOSAL 

3.5.7 School Fund – 
School Trips 

No  Current year + 
6 years 

SECURE DISPOSAL 

3.6 School Meals Management   

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

3.6.1 Free School 
Meals Registers 

Yes  Current year + 6 
years 

SECURE DISPOSAL 

3.6.2 School Meals 
Registers 

Yes  Current year + 3 
years 

SECURE DISPOSAL 

3.6.3 School Meals 
Summary 
Sheets 

No  Current year + 3 
years 

SECURE DISPOSAL 

 
 



4. Property Management 
 
This section covers the management of buildings and property.  
 

4.1 Property Management 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

4.1.1 Title deeds of 
properties 
belonging to the 
school 

No  PERMANENT 
These should 
follow the 
property unless 
the property 
has been 
registered with 
the Land 
Registry 
  

 

4.1.2 Plans of property 
belonging to the 
school 

No   These should 
be retained 
whilst the 
building 
belongs to the 
school and 
should be 
passed onto 
any new 
owners if the 
building is 
leased or sold. 

 

4.1.3 Leases of 
property leased 
by or to the 
school 

No  Expiry of lease 
+ 6 years 

SECURE 
DISPOSAL 

4.1.4 Records relating 
to the letting of 
school premises 

No  The current 
financial year + 
6 years  

SECURE 
DISPOSAL  

4.2 Maintenance  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

4.2.1 All records 
relating to the 
maintenance of 
the school 

No  Current year + 
6 years 

SECURE DISPOSAL 



carried out by 
contractors  

4.2.2 All records 
relating to the 
maintenance of 
the school 
carried out by 
school 
employees 
including 
maintenance log 
books 

No  Current year + 
6 years 

SECURE DISPOSAL 

 
 
 



5. Pupil Management 
This section includes all records which are created during the time a pupil spends at the school. 
For information about accident reporting see under Health and Safety above.  

5.1 Pupil’s Educational Record   

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end of 
the administrative 
life of the record 
  

5.1.1 Pupil’s 
Educational 
Record 
required by 
The Education 
(Pupil 
Information) 
(England) 
Regulations 
2005 

Yes The Education 
(Pupil 
Information) 
(England) 
Regulations 
2005 SI 2005 
No. 1437 
 

  

 Nursery   Retain whilst 
the child 
remains at the 
nursery  
 

The file should 
follow the pupil 
when he/she leaves 
the nursery to the 
primary / relevant 
school 

 Primary   Retain whilst 
the child 
remains at the 
primary school  
 
(E.g. Results, 
Parent Reports, 
Targets, 
National / 
Internal 
Assessments  / 
Tests, 
Foundation 
assessment) 

The file should 
follow the pupil 
when he/she leaves 
the primary school. 
This will include:  

 moving to 
another 
primary 
school 

 moving to a 
secondary 
school 

 moving to a 
pupil referral 
unit 

 if the pupil 
dies whilst at 
primary 
school the 
file should be 
returned to 
the Local 
Authority to 
be retained 
for the 



statutory 
retention 
period.  

If the pupil transfers 
to an independent 
school, transfers to 
home schooling or 
leaves the country 
the file should be 
returned to the 
Local Authority to be 
retained for the 
statutory retention 
period. Primary 
Schools do not 
ordinarily have 
sufficient storage 
space to store 
records for pupils 
who have not 
transferred in the 
normal way. It 
makes more sense 
to transfer the 
record to the Local 
Authority as it is 
more likely that the 
pupil will request 
the record from the 
Local Authority.  
 

 Secondary   Limitation Act 
1980 (Section 
2) 

DOB of the 
pupil + 25 years 
 
(ADYach / Child 
Protection 
details below) 
  

SECURE DISPOSAL 

5.1.2 Examination 
Results – Pupil 
Copies 

Yes    

 Public   This 
information 
should be 
added to the 
pupil file 

All uncollected 
certificates should 
be returned to the 
examination board. 

 Internal   This 
information 
should be 

 



added to the 
pupil file  

This review took place as the Independent Inquiry on Child Sexual Abuse was beginning. In 
light of this, it is recommended that all records relating to child abuse are retained until the 
Inquiry is completed. This section will then be reviewed again to take into account any 
recommendations the Inquiry might make concerning record retention.  

5.1.3 Child 
Protection 
information 
held on pupil 
file 

Yes “Keeping 
children safe 
in education: 
Statutory 
guidance for 
schools and 
colleges, 
March 2015”; 
“Working 
together to 
safeguard 
children. A 
guide to inter-
agency 
working to 
safeguard and 
promote the 
welfare of 
children, 
March 2015” 

If any records 
relating to child 
protection 
issues are 
placed on the 
pupil file, it 
should be in a 
sealed 
envelope and 
then retained 
for the same 
period of time 
as the pupil file. 
(There is a need 
to transfer the 
file to the new / 
secondary 
school) 

SECURE DISPOSAL – 
these records MUST 
be shredded 

5.1.4 Child 
Protection 
information 
held in 
separate files 

Yes “Keeping 
children safe 
in education: 
Statutory 
guidance for 
schools and 
colleges, 
March 2015”; 
“Working 
together to 
safeguard 
children. A 
guide to inter-
agency 
working to 
safeguard and 
promote the 
welfare of 
children, 
March 2015” 

DOB of the 
child + 25 years. 
This retention 
period was 
agreed in 
consultation 
with the 
Safeguarding 
Children Group 
on the 
understanding 
that the master 
copy of this 
information will 
be found on the 
Local Authority 
Social Services 
record 

SECURE DISPOSAL – 
these records MUST 
be shredded 

 
Retention periods relating to allegations made against adults can be found in the Human 
Resources section of this retention schedule.  



 

5.2 Attendance   

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the 
record 
  

5.2.1 Attendance 
Registers 

Yes School 
Attendance: 
Departmental 
advice for 
maintained 
schools, 
academies, 
independent 
schools and 
local 
authorities 
October 2014 

End of the 
current 
academic 
year + 3 
years. 
 
(For 
information, 
the toolkit 
notes: Every 
entry in the 
admission 
register must 
be retained 
for a period of 
three years 
after the date 
on which the 
entry was 
made) 
 

SECURE 
DISPOSAL 

5.2.2 Correspondence 
relating to 
authorized 
absence  

 Education Act 
1996 Section 
7  

The current 
financial year 
+ 2 years 

SECURE 
DISPOSAL 

5.3 Special Educational Needs   / ADyaCh 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the 
record 
  

5.3.1 Special 
Educational 
Needs files, 
reviews and 
Individual 
Education Plans  

Yes Limitation Act 
1980 (Section 
2) 

DOB of the 
pupil +35 
 
 
(For 
information: 
Although the 
IRMS Toolkit 
notes: DOB of 

REVIEW 
NOTE: This 
retention 
period is the 
minimum 
retention 
period that any 
pupil file 
should be kept. 



the pupil + 25 
years, a 
decision has 
been made by 
the Integrated 
ADYaCh 
Service  that it 
should be 
retained for 
35 years from 
the pupil's 
date of birth) 
 
The 
information 
needs to be 
transferred 
from primary 
school to 
secondary 
school. 
 

Some 
authorities 
choose to keep 
SEN files for a 
longer period 
of time to 
defend 
themselves in a 
“failure to 
provide a 
sufficient 
education” 
case. There is 
an element of 
business risk 
analysis 
involved in any 
decision to 
keep the 
records longer 
than the 
minimum 
retention 
period and this 
should be 
documented.  

5.3.2 Statement 
maintained 
under section 
234 of the 
Education Act 
1990 and any 
amendments 
made to the 
statement 

Yes Education Act 
1996 Special 
Educational 
Needs and 
Disability Act 
2001 Section 
1  

DOB of the 
pupil + 35 
years [This 
would 
normally be 
retained on 
the pupil file] 
 
(For 
information: 
Although the 
IRMS Toolkit 
notes: DOB of 
the pupil + 25 
years, a 
decision has 
been made by 
the Integrated 
ADYaCh 
Service  that it 
should be 
retained for 
35 years from 

SECURE 
DISPOSAL 
unless the 
document is 
subject to a 
“legal hold”. 



the pupil's 
date of birth) 
 

5.3.3 Advice and 
information 
provided to 
parents 
regarding 
educational 
needs 
(e.g. 
Specialist health 
and safety 
reports) 

Yes  Special 
Educational 
Needs and 
Disability Act 
2001 Section 
2 

DOB of the 
pupil + 35 
years [This 
would 
normally be 
retained on 
the pupil file] 
 
(For 
information: 
Although the 
IRMS Toolkit 
notes: DOB of 
the pupil + 25 
years, a 
decision has 
been made by 
the Integrated 
ADYaCh 
Service  that it 
should be 
retained for 
35 years from 
the pupil's 
date of birth) 
 

SECURE 
DISPOSAL 
unless the 
document is 
subject to a 
“legal hold”. 

5.3.4 Individual 
Accessibility 
Strategy 
(e. g Risk 
Assessments / 
Medical plans / 
PEEP) 

Yes  Special 
Educational 
Needs and 
Disability Act 
2001 Section 
14 

DOB of the 
pupil + 35 
years [This 
would 
normally be 
retained on 
the pupil file] 
 
(For 
information: 
Although the 
IRMS Toolkit 
notes: DOB of 
the pupil + 25 
years, a 
decision has 
been made by 
the Integrated 
ADYaCh 
Service  that it 

SECURE 
DISPOSAL 
unless the 
document is 
subject to a 
“legal hold”. 



should be 
retained for 
35 years from 
the pupil's 
date of birth) 
 

 
 
 



6. Curriculum Management  

6.1 Statistical and Management Information  

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

6.1.1 Curriculum 
Returns  
(E.g. End year 
results sheets) 

No  Current year + 3 
years 

SECURE 
DISPOSAL 

6.1.2 Examination 
Results (Schools 
Copy) 

Yes  Current year + 6 
years 

SECURE 
DISPOSAL 

 National Tests 
records  

Yes    

 Results   The National Tests 
results should be 
recorded on the 
pupil’s 
educational file 
and will therefore 
be retained until 
the pupil reaches 
the age of 25 
years. The school 
may wish to keep 
a composite 
record of all the 
whole year 
National Tests 
results. These 
could be kept for 
current year + 6 
years to allow 
suitable 
comparison. 

SECURE 
DISPOSAL 

 Examination 
Papers/ 
National Tests 

  The examination 
papers should be 
kept until any 
appeals/validation 
process is 
complete 

SECURE 
DISPOSAL 

6.1.3 Published 
Admission 
Number (PAN) 
Reports  
(Access) 

Yes  Current year + 6 
years 

SECURE 
DISPOSAL 

6.1.4 Value Added Yes  Current year + 6 SECURE 



and Contextual 
Data 
(E.g. . 
Assessments 
forms / 
monitoring 
progress) 
 

years DISPOSAL 

6.1.5 Self Evaluation 
Forms  

Yes  Current year + 6 
years 

SECURE 
DISPOSAL 

6.2 Implementation of Curriculum     

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

6.2.1 Schemes of 
Work 

No  Current year + 1 
year 

 
 
It may be 
appropriate to 
review these 
records at the 
end of each year 
and allocate a 
further retention 
period or SECURE 
DISPOSAL 

6.2.2 Timetable No  Current year + 1 
year 

6.2.3 Class Record 
Books 

No  Current year + 1 
year 

6.2.4 Mark Books No  Current year + 1 
year 

6.2.5 Record of 
homework set 

No  Current year + 1 
year 

6.2.6 Pupils’ Work No  The pupil's work 
should be 
returned to the 
pupil at the end 
of the academic 
year. 
 
Work completed 
for examination 
purposes should 
be kept in 
accordance with 
the 
requirements of 
the specific 
examination 
board / 
qualification. 
 
The 
headteacher will 
be responsible 

SECURE DISPOSAL  



for ensuring that 
such work is 
marked in 
accordance with 
school policy, 
and audits it to 
ensure that it 
cannot be used 
as evidence in 
any future legal 
action. 
If this is not the 
school's policy 
then remove it 
after current 
year + year 

 
 



7. Extra Curricular Activities 

7.1 Educational Visits outside the Classroom     

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the 
record 
  

7.1.1 Records 
created by 
schools to 
obtain 
approval to 
run an 
Educational 
Visit outside 
the Classroom 
– Primary 
Schools 

No Outdoor Education 
Advisers’ Panel 
National Guidance 
website 
http://oeapng.info 
specifically Section 
3 – “Legal 
Framework and 
Employer Systems” 
and Section 4 – 
“Good Practice” 

Date of visit + 
14 years 

SECURE 
DISPOSAL 

7.1.2 Records 
created by 
schools to 
obtain 
approval to 
run an 
Educational 
Visit outside 
the Classroom 
– Secondary 
Schools  

No  Outdoor Education 
Advisers’ Panel 
National Guidance 
website 
http://oeapng.info 
specifically Section 
3 – “Legal 
Framework and 
Employer Systems” 
and Section 4 – 
“Good Practice” 

Date of visit + 
10 years 

SECURE 
DISPOSAL 

7.1.3 Parental 
Consent forms 
for school trips 
where there 
has been no 
major incident 

Yes  Conclusion of 
the trip  

Although the 
consent forms 
could be 
retained for DOB 
+ 22 years, the 
requirement for 
them being 
needed is low 
and most 
schools do not 
have the storage 
capacity to 
retain every 
single consent 
form issued by 
the school for 
this period of 
time.  

7.1.4 Parental Yes Limitation Act 1980 DOB of the  

http://oeapng.info/
http://oeapng.info/


Consent forms 
for school trips 
where there 
has been a 
major incident 

(Section 2) pupil involved 
in the incident 
+ 25 years. The 
consent forms 
for all the 
pupils on the 
trip need to be 
retained to 
show that the 
rules had been 
followed for all 
pupils 

7.2 Walking Bus 

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

7.2.1 Walking Bus 
Registers 

Yes  Date of register 
+ 3 years. 
This takes into 
account the fact 
that if there is 
an incident 
requiring an 
accident report, 
the register will 
be submitted 
with the 
accident report 
and kept for the 
period of time 
required for 
accident 
reporting 

SECURE DISPOSAL 
[If these records 
are retained 
electronically any 
back up copies 
should be 
destroyed at the 
same time] 
  

7.3 Family Liaison Officers and Home School Liaison Assistants      

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

7.3.1 Day Books Yes  Current year + 2 
years then 
review 

 

7.3.2 Reports for 
outside 
agencies - 
where the 
report has been 

Yes  Whilst child is 
attending 
school and then 
destroy 

 



included on the 
case file 
created by the 
outside agency 

7.3.3 Referral forms Yes  While the 
referral is 
current 

 

7.3.4 Contact Data 
Sheets 

Yes  Current year 
then review, if 
contact is no 
longer active 
then destroy 

 

7.3.5 Contact 
database 
entries 

Yes  Current year 
then review, if 
contact is no 
longer active 
then destroy 

 

7.3.6 Group Registers Yes  Current year + 2 
years 

 

7.4 TRAC      

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the 
end of the 
administrative 
life of the record 
  

7.4.1 Day Books Yes European 
Funding 

2024 SECURE 
DISPOSAL 

7.4.2 Reports for 
outside 
agencies - 
where the 
report has been 
included on the 
case file 
created by the 
outside agency 

Yes  once the pupil 
leaves the 
project 
 

SECURE 
DISPOSAL 

7.4.3 Referral forms Yes European 
Funding 

2024 SECURE 
DISPOSAL 

7.4.4 Contact Data 
Sheets 

Yes European 
Funding 

2024 SECURE 
DISPOSAL 

7.4.5 Contact 
database 
entries 

Yes European 
Funding 

2024 SECURE 
DISPOSAL 

7.4.6 Group Registers Yes European 
Funding 

2024 SECURE 
DISPOSAL 



8. Central Government and Local Authority 
This section covers records created in the course of interaction between the school and the 
local authority. 

8.1 Local Authority      

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

8.1.1 Secondary 
Transfer Sheets 
(Primary) 

Yes  Current year + 2 
years 

SECURE DISPOSAL 
 

8.1.2 Attendance 
Returns 

Yes  Current year + 1 
year 

SECURE DISPOSAL 

8.1.3 School Census 
Returns 

No  Current year + 5 
years 

SECURE DISPOSAL 

8.1.4 Circulars and 
any other 
information 
sent from the 
Local Authority 

No  Operational use SECURE DISPOSAL 

8.2 Central Government      

 Basic File 
Description 

Data 
Protection 
Issues 

Statutory 
Provisions 

Retention 
Period 
[Operational] 

Action at the end 
of the 
administrative 
life of the record 
  

8.2.1 ESTYN reports 
and papers 

No  Life of the 
report and then 
REVIEW 

SECURE DISPOSAL 

8.2.2 Returns to 
central 
government 

No   Current year + 
6 years 

SECURE DISPOSAL 

8.2.3 Circulars and 
other 
information sent 
from central 
government 

No  Operational use SECURE DISPOSAL 

 
 



           Appendix 5 
Data Protection Impact Assessment  

 
 
 
 
Version Number:  
(0.1 etc. for DRAFT; 1.0 for FINAL) 
 

 

Status:  
(DRAFT or FINAL) 
 

 

Author(s):  
 

 
 
 

Telephone and email address of author(s) : 
 

 
 
 

Date of current version:  
 

 

Information Asset Owner:  
 

 

Date Approved by Information Asset Owner:  
 

 

 
 
 
 
 
 



1. Document history  
 

1.1 Revision history  
 

Date  Version Author Revision Summary 

    

    

 
 
1.2 Review by Data Protection Officer (DPO) 
 
This DPIA has been reviewed by the DPO on these dates: 
 

Date  Version 
Number of 
DPIA 

DPO Comments 
 

   

   

   

   

 
 
1.3  Approval 
 
This document requires approval from Information Asset Owner named below: 
 

Date  Version Name 
 

   

 



 
2. Screening Questions 
 
To be completed by the task lead  

 
Please complete the table below. Answering “Yes” to any of the screening questions below 
represents a potential IG risk factor that will have to be further analysed to ensure those risks 
are identified, assessed and mitigated wherever possible by working through sections A, B and 
C of this document. 

 

Category Screening question Yes/No 

Identity 
Will the task involve the collection of new information 
identifiable about individuals?  

 

Identity 
Will the task compel individuals to provide personal 
information about themselves?  

 

Multiple 
organisations 

Will information about individuals be disclosed to 
organisations or people who have not previously had 
routine access to the information?  

 

Data 
Are you using information about individuals for a purpose it 
is not currently used for, or in a way it is not currently used?  

 

Data 
Does the task involve using new technology which might be 
perceived as being privacy intruding for example biometrics 
or facial recognition?  

 

Data 
Will the task result in you making decisions or taking action 
around individuals in ways which could have a significant 
impact on them?  

 

Data 

Is the information about individuals of a kind particularly 
likely to raise privacy concerns or expectations? For 
example health records, criminal records, or other 
information that people are likely to consider as private? 
Also vulnerable individuals eg children  

 

Data 
Will the task require you to contact individuals in ways 
which they may find intrusive?  

 

Storage 
Will the information/task be stored in the cloud? 
(If answer is yes please complete the questions on cloud 
(page 9 onwards)  

 

Systems 
Have you discussed technical requirements (if applicable) 
with IT? 

 

Systems 
Has an IT Technical Specification been completed by the 
supplier / provider?  

 

 
 



 
3. Privacy Impact Assessment 
 
Section A - Task Description 

 
To be completed by the task lead  

 
Please complete with as much information as possible as this will assist the DPO in assessing 
whether further action is required. 

 

Task Name:   

Directorate/Department:   

Is this a change to an existing 
process? 

  

Assessment Completed by:   

Job Title:   

Date completed:   

Phone:   

E-mail:   

Information Asset Owner:  

Task/Change Outline - What is it that is being planned?  

 
 
 
 
 

Purpose / Objectives - Why is it being undertaken?  This could be the objective of the process 
or the purpose of the system being implemented as part of the task. 

 
 
 

What is the purpose of collecting the information within the system?  For example research, 
audit, reporting, staff administration etc. 

 
 
 

Provide a description of the information flows.  
Even if detailed information is not available some indication must be provided; this may already 
be available through requirements gathering. Broadly speaking the aim is to establish: who the 
information will be made available to, what type of information, why the information is 
required, how it will be shared and how often. 

 
 
 



 

Provide details of how the proposal will have the potential to impact on the confidence 
service users have in the Council maintaining the confidentiality of their personal data. 
For example, it could be that specific information is being gathered or used that hasn't been 
used or gathered previously; the level of information held about an individual is increasing or 
information is being shared with another organisation through a shared system or database 
where it wasn’t previously. 

 

Provide details of any previous Data Protection Privacy Impact Assessment or other form of 
personal data compliance assessment done on this initiative.   If this is a change to an existing 
system, a DPIA may have been undertaken during the task implementation.  

 

Stakeholders - who is involved in this task/change? Please list stakeholders, including internal, 
external, organisations (public/private/third) and groups that may be affected by this 
system/change in the table below and detail any stakeholder activity taken. 

Organisation Engagement / Stakeholder Activity 

  

  

  

  

Stakeholders - Has there been any consultation with data subjects (the individuals that the 
system or proposed change will affect or impact)?  

   ☐Yes         How was this done?  …………………………………………. 

 

   ☐No 

 
 

 



 
Data Types 
 
In order to understand the potential risks to individual’s privacy, it is important to know the 
types of data that will be held and/or shared. Even if exact detail is not known and initial 
indication will assist in the privacy impact assessment. 
 

Personal 
Tick 
(All that Apply) 

Special Category 
Tick 
(All that Apply) 

Name  ☐ Racial / ethnic origin  ☐ 

Address (home or business)  ☐ Political opinions  ☐ 
Postcode  ☐ Religious beliefs  ☐ 
NHS No. ☐ Trade union membership  ☐ 
Email address  ☐ Physical or mental health  ☐ 
Date of birth  ☐ Sexual life  ☐ 

Reference number  
If ticked, please detail:  
 
 

☐ 

Genetic data / Biometrics; 
DNA profile, fingerprints 

☐ 

Driving Licence [shows date of 
birth and first part of 
surname]  

☐ 

 

Bank, financial or credit card 
details  

☐ 

Mother’s maiden name  ☐ 
National Insurance number  ☐ 
Tax, benefit or pension 
Records 

☐ 

Criminal offences ☐ 
Employment, school, Social 
Services, housing records 

☐ 

Data of a “higher” sensitivity 
 (tick all that apply) 

Health condition information  
☐ 

Genetic  
☐ 

Mental Health ☐ Adoption ☐ 
Child Protection ☐ Safeguarding Adults ☐ 

Comments and Additional data types (if relevant): 

 
 
 
 



 

 
 
 
Section B – Privacy Impact Assessment Table  
 
The task lead should complete the ‘Response’ box for each question. The DPO will then complete the ‘Risk Type’ and ‘Outcome’ box 
 
Guidance Notes: 
 
Response - Please answer the questions as fully as possible. If you are unsure of how to answer the question, please contact the Data Protection 
Officer (DPO). If there is supporting information that relates to any of the questions, which you feel would be informative, indicate within the 
comments section and send this along with the completed assessment. 
 
Additional guidance notes have been provided for some questions; once completed the guidance notes can be removed. 
 
The assessment table is designed to be a ‘working document’ that can be added to at intervals throughout the process, for example bullet points 
or rough notes can be used.  These notes can be used to highlight things that need to be followed up; noted requirements can be marked up 
ready for the requirement schedule, etc.  
 
Risk Type – The DPO will use the guidance notes in Appendix 1 to identify the type of risk, this will help the organisation to judge the level of risk 
and either accept it or put in place appropriate measures to mitigate it. 
 
Outcome – The DPO will use the information provided to decide if any potential IG risks are identified. If, following discussion with the task 
manager/lead it is agreed there is an IG risk that requires further action / management, the required actions will be noted on the DPIA. The risk will 
be scored and progress against the identified mitigations captured using a red/amber/green status. If the DPIA identifies high risks and you are 
unable to take measures to reduce the risk, it is necessary to consult the Information Commissioner’s Office before processing commences



 

 

1 Is there any data stored in the cloud? 

 
Guidance Note: Please complete 
  
Response (completed by task lead) Risk type (completed 

by DPO) 
Outcome (completed by DPO) 

Type here 
 
 
 
 
 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

2 Where will the information be held and who will have responsibility for it? 

Guidance Note: Detail which team or organisation has responsibility for the system that holds the data. Detail which team or organisation 
has responsibility for the storage of the data. Detail how the servers are configured and Resilient. Detail which team or organisation is 
responsible for the security of the server the data is located on. Where is the server located physically? 
 
Response  Risk type  Outcome  

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 
 
 
 
 

 

3 What types of information will be held and/or shared?  

Guidance Note: For example a care plan, case correspondence, occupational health data.  
Will the records be electronic or paper? 
Response  Risk type  Outcome  



 

 

 Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 
 
 
 
 

 

4 Will any of the following activities be involved (tick those that apply): 

 ☐  Recording of demographic data 

 ☐  Sharing of personal data 

 ☐  Transfer of service user identifiable data: to other systems, to other third parties 

 ☐  Other  
 
 

5 What legal basis for processing will you be relying on? Please tick one for personal data and one for special category data (if processing). 
Please speak to your information governance team if unsure. 
Personal Data Special Category Data (includes health data) 
Task carried out in the public interest or in the 
exercise of official authority – Art 6(1)(e) 

☐ Provision of preventative or occupational medicine, health or social care or 
treatment, or the management of health or social care systems – Art 9(2)(h) 

☐ 

Protection of vital interests –  
Art 6(1)(d) 

☐ Vital interests of the data subject or a third party where they are incapable 
of giving consent – Art 9(2)(c) 

☐ 

Necessary for compliance with a legal obligation – 
Art 6(1)(c)  

☐ Necessary for reasons of substantial public interest - Art 9(2)(g) ☐ 

Public health - Art 9(2)(i) ☐ 

Consent – Art 6(1)(a)  ☐ Explicit Consent – Art 9(2)(a) ☐ 
Other (please detail) 
 

☐ Research – Art 9(2)(j) ☐ 

Other (please detail) ☐ 

Outcome 



 

 

 
 
 

6 Will the planned use of personal data be covered by information already provided to individuals or is a new or revised communication 
planned or required?  
Guidance Note: ‘Fair Processing’ i.e. informing individuals of what is happening to their information is a requirement under Data Protection 
Legislation. What are the existing communications? What are the planned communications?  

Response Risk type Outcome 
 Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 
 

7 Will the development enable the sharing of records with other organisations? How will records be shared? 

Guidance Note: Will information be transferred to a central hub with a collated record made available to participating organisations? Will 
participating organisations be provided with a view of records created in another organisation? 

Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

  

8 Will the development result in the handling of a significant amount of new data about each person, or significant change in existing data 
holdings? Please detail the new data handled. 
Guidance Note: i.e. Is more information held about the same population of service users? 

Response Risk type Outcome 



 

 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

9 Will the development result in the handling of new data about a significant number of people, or a significant change in the population 
coverage?  
Guidance Note: Please complete. 
 

Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

Does the task involve new linkage of personal data with other data sets, or significant change in data linkages? Please list the linking systems 

Guidance Note:  Is the development dependent on, or does it link to other systems such as Welsh Demographic Service, NHS system? Will the NHS 
Number be used as the common identifier? How will records be matched / linked. What measures will be in place to correctly match/link records? 
Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

What security controls will be in place to prevent unauthorised or unlawful processing of information?   

Guidance Note:  Describe any such measures (e.g. system controls such as role based access, audit notifications, etc.) and outline any possible 
implications? 

Response Risk type Outcome 



 

 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

How is access to the system managed?   

Guidance Note:  Who authorises accounts, manages role based access and disables accounts? Please detail who is responsible for the business 
processes   
Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

13 What additional controls will be in place to deal with information of a higher sensitivity?   

Guidance Note:  Consideration must also be given to name changes through adoption, public protection or gender change and records 
relating to genetics, mental health, and occupational health.   
Response Risk type Outcome 
Type here 
 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

14 What are the retention periods for the personal information and how will this be implemented? 

Guidance Note: Within the record keeping system, there must be a method of deciding ‘what is a record?’ and therefore ‘what needs to be 
kept?’ This is described as ‘declaring a record’. A declared record is then managed in a way that will hold it in an accessib le format until it is 
appraised for further value or it is destroyed, according to retention policy that has been adopted. 

Response Risk type Outcome 



 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

15 How will you action requests from individuals for access to their personal information (in accordance with their rights)? 

Guidance Note: Under relevant Data Protection legislation, individuals have a right to ask for a copy of information held about them. If this 
is a shared record it must be established who will be responsible for dealing with the request. 

Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 
 
 
 

 

16 Will there be any secondary use of personal information in an identifiable or non-identifiable form? 

Guidance Note: Will the information be used for anything other than the main stated purpose? What level of information is to be used for 
these purposes, how will it be managed and how it will be communicated to service users?   
Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

17 How are users to be trained in their information governance responsibilities? Have any training needs been identified in addition to the 
mandatory Council data protection training? Please detail training in full. 
Response Risk type Outcome 



 

 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

18 Is the information you are using likely to be of good enough quality for the purpose it is used for?   
Guidance Note:  Consider the flow process, and how often, the information is checked for accuracy and are there procedures to support this?  
Is there is a facility to deal with data inaccuracies?  Is there a facility to record the source of the information? 

Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

19 Will the task involve any data migration or transfer of records from other systems/new feeds? If so, will the system origin and whether they 
were digitally born be captured in the metadata as part of the transfer process?  
Guidance Note: If the task involves any data migration, new feeds? If so, what are the identifiers used? Will the data be maintained in an 
accessible format? Will the relevant metadata be captured such as whether the information is scanned in, the author, scanner, transcriber, 
system origin etc.  
Response Risk type Outcome 

 Type here 
 

  

20 Does the system maintain a comprehensive audit trail of user activity and how will the audit log be accessed and analysed? 

Guidance Note: Who will be responsible for auditing?  Will additional or new organisational processes be required to meet the requirement 
to audit all user access? 

Response Risk type Outcome 



 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

21 Will the information be transferred (electronically, physically or by other portable means) to an organisation outside of the Council? Please 
list the organisations. 
Guidance Note:  Where will it go and what security arrangements will apply (e.g. encryption)? Will removable media be used? How will the 
information be transported (e.g. telephone, post, secure file sharing portal, email)? 
Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

22 Are there business continuity and disaster recovery plans in place to recover information which may be damaged or lost through human 
error, computer virus, network failure, theft, fire, flood or other disaster? 

Guidance Note: Has this been agreed as part of the Service Management arrangements? 
Response Risk type Outcome 
Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

23 Are there any elements of the system or service that are provided by a third party? 

Guidance Note: Is there a contractor (and any sub-contractors?) If so please document who the contracting authority is, who the contractors 
are and the confidentiality provisions within the contract, please note whether the procurement has been subject to information governance 
input, and whether the organisation is registered with the information commissioner 

Response Risk type Outcome 



 

Type here 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

24 Does the development involve the use of new or inherently privacy invasive technologies? 

Guidance Note: For example: smart cards, radio frequency identification (RFID) tags, biometrics, locator technologies and intelligent 
transportation systems, visual surveillance, digital image and video recording, profiling, data mining, and logging of electronic traffic. 

Response Risk type Outcome 

Type here 
 
 
 
 
 
 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

25 
 
 
 
 
 

Is automated decision making involved? 

Guidance Note: Is there any profiling involved? Can there be any human intervention if required? 

Response Risk type Outcome 

Type here 
 
 
 
 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

26 One of the principles of data protection is to process no more personal data than necessary. Is all information being processed by the task 
necessary? 

Response Risk type Outcome 



 

 
 
Risk Type – this is the ‘classification’ as noted on the DPIA table (risk to individuals, compliance risk, organisation/corporate risk) and is noted in 
Section B. 

 

Risks to individuals Compliance risk Associated organisation/corporate risk 

 Inadequate disclosure controls increase the 
likelihood of information being shared 
inappropriately. 

 The context in which information is used or disclosed 
can change over time, leading to it being used for 
different purposes without people’s knowledge. 

 New surveillance methods may be an unjustified 
intrusion on their privacy. 

 Non-compliance with the 
common law duty of 
confidentiality 

 Non-compliance with the 
duties in the Health & Social 
Care (Safety & Quality) Act 
2015 

 Non-compliance with the 

 Non-compliance with the relevant data 
protection legislation or other 
legislation can lead to sanctions, fines 
and reputational damage. 

 Problems which are only identified 
after the task has launched are more 
likely to require expensive fixes. 

 The use of biometric information or 

  ☐Yes            

  ☐No 

 
If no, please detail  Type here 
 ………………………………………………………………… 
 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

27 Has this task been detailed on the information asset register? 

Response Risk type Outcome 

Type here 

 

 

 

 

☐ Individual 

☐ Organisational 

☐ Compliance 

 

 
Name …………………………………………………………………………………… Date: ………………………………………………… 



 

Risks to individuals Compliance risk Associated organisation/corporate risk 

 Measures taken against individuals as a result of 
collecting information about them might be seen as 
intrusive. 

 The sharing and merging of datasets can allow 
organisations to collect a much wider set of 
information than individuals might expect. 

 Identifiers might be collected and linked which 
prevent people from using a service anonymously. 

 Vulnerable people may be particularly concerned 
about the risks of identification or the disclosure of 
information. 

 Collecting information and linking identifiers might 
mean that an organisation is no longer using 
information which is safely anonymised. 

 Information which is collected and stored 
unnecessarily, or is not properly managed so that 
duplicate records are created, presents a greater 
security risk. 

 If a retention period is not established information 
might be used for longer than necessary. 

relevant data protection 
legislation 

 Non-compliance with the 
Privacy and Electronic 
Communications Regulations 
(PECR). 

 Non-compliance with sector 
specific legislation or 
standards. 

 Non-compliance with human 
rights legislation. 

 

potentially intrusive tracking 
technologies may cause increased 
concern and cause people to avoid 
engaging with the organisation. 

 Information which is collected and 
stored unnecessarily, or is not properly 
managed so that duplicate records are 
created, is less useful to the business. 

 Public distrust about how information 
is used can damage an organisation’s 
reputation and lead to loss of business. 

 Data losses which damage individuals 
could lead to claims for compensation. 

 
 
 



Our vision: To foster enjoyment of learning to the highest standards through the creation of a civilized community where pupils share a 
common set of values applicable to their local, national and global identity. 
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Risk Scoring Tables 
 

Likelihood 
score  

1  2  3  4  5  

Descriptor  Rare  Unlikely  Possible  Likely  Almost certain  

Frequency  
How often 
might an IG 
breach 
occur  
 

 
This will 
probably 
never 
happen/recur  
 

Do not expect 
it to 
happen/recur 
but it is 
possible it 
may do so 
 

 
Might 
happen or 
recur 
occasionally 
 

Will probably 
happen/recur 
but it may not 
be a 
persisting 
issue 
 

Will undoubtedly 
happen/recur,possibly 
frequently 
 

 

Impact score 
(severity levels) 
and examples 
of descriptors 

1  2  3  4  5  

Negligible  Minor  Moderate  Major  Catastrophic  

Impact on an 
individual’s 
privacy and 
confidentiality  

Minimal privacy 
impact  requiring 
no/minimal 
intervention 
 
Other manual or 
electronic 
process in place 
to mitigate the 
IG risk 
 
 

Minor 
impact on 
an 
individual’s 
privacy  
 
Other 
manual or 
electronic 
process in 
place to 
mitigate the 
IG risk 
 
 
 
 

Moderate 
privacy 
impact 
requiring 
professional 
intervention  
 
Aspects of 
reputational 
damage for 
the 
organization 
if IG 
requirement 
not adopted 
 
 
Could result 
in an event 
which 
impacts on a 
moderate 
(less than 
100) number 
of individuals  
 

Major breach 
leading to 
possible larger 
scale privacy 
breaches  
 
Mismanagement 
of patient/client 
privacy with 
long-term 
reputational 
issues 
 
Would impact 
on over 100 
individuals – 
part system 
failure 

Serious IG 
breach and 
non-
compliance 
with the law if 
requirement 
not adhered 
to 
 
An event 
which impacts 
on a large 
number of 
individuals – 
full system 
breach 
because of no 
adherence to 
standards. Is 
likely to be 
1000 of 
individuals  
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Likelihood 

 1 2 3 4 5 

 

Rare Unlikely Possible Likely 
Almost 
certain 

Im
p

a
ct

 S
co

re
 

5 
Catastrophic  

5 10 15 20 25 

4 Major  4 8 12 16 20 

3 Moderate  3 6 9 12 15 

2 Minor  2 4 6 8 10 

1 Negligible  1 2 3 4 5 

 
Status 

    1 - 3  Low risk 

4 - 6 Moderate risk 

  8 - 12 High risk  

   15 - 25 Extreme risk  

 
 
 
 
 
 

 
Appendix 6 

 Use of Digital images/video 
 
Enw’r Plentyn/Child’s Name……………………………………………………………………………………… 
 
Bydd yr Ysgol yn cydymffurfio gyda Deddfwriaeth Diogelu Data ac yn gofyn caniatâd cyn 
cyhoedddi lluniau sydd wedi’i dynnu. Bydd delweddau yn cael eu defnyddio i ddathlu 
llwyddiannau wrth gyhoeddi hynny mewn cylchlythyrau, papurau newydd lleol, ar wefan Ysgol ac 
ar wefannau cymdeithasol megis ‘Facebook’, ‘Twitter’, ‘Instagram’ 
 
*Unwaith mae’r lluniau / delweddau yn mynd allan ar wefannau cymdeithasol, nid yw’n bosib 
dileu yn llwyr* 

 
Mae gennych yr hawl i dynnu eich caniatâd yn ôl ar unrhyw adeg. 

 
The school will comply with Data Protection legislation and ask for permission before publishing 
images taken. Images will be used to celebrate successes and will be announced in newsletters, 
local newspapaers, on the school website and, at times, on social media – ‘Facebook’, ‘Twitter’,  
and ‘Instagram’ 
 
*Once the pictures / images go out on social websites, it is not possible to delete totally* 

 
        You have the right to withdraw your consent at any time.  

Commented [JL(1]: Wedi Newid  
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Rwy'n rhoi caniatâd i'r ysgol cyhoeddi lluniau / fideos o'm plentyn i gael eu defnyddio. Rwyf yn 
deall mai dim ond i gefnogi gweithgareddau dysgu neu mewn cyhoeddusrwydd sydd yn dathlu 
llwyddiant ac yn hyrwyddo gwaith yr ysgol yn rhesymol defnyddir y delweddau yma: 
 
I give permission for the school to publish pictures/videos of my child, I understand that these 
images will only be used to support learning activities or for publicity to celebrate successes and 
to reasonably to promote the schools work: 
 

a. tu fewn i’r ysgol, cylchlythyrrau / within the school, newsletters                                            

                                       
b. gwefan yr ysgol / the school website                                              

                

c. Facebook/Twitter/Instagram                                                                                

d. Papur newydd lleol/Local newspaper                                                                                                
                                        

Nid wyf yn rhoi caniatâd o gwbl / I do not give permission at all                                                           

                                            
 
 
Enw/Name…………………………………………………………………………………………………….. 
 
 
Perthynas/Relationship……………………………………………………………………………………….. 
 
 
Arwyddo/Signed………………………………………………………………………………………………… 
 
 
Dyddiad/Date…………………………………………………………………………………………………… 

          

Appendix 7 

Use of Biometric Systems 

The school dies not currently use biometric systems. 
 

 

Adopted by Resolution of the Governing Body 6th June, 2022 

 


